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Abstract—In this paper, we propose a tone mapping
algorithm to produce LDR (Limited Dynamic Range) images
from HDR (High Dynamic Range) images. In our approach, we
apply non-linear functions to compress the dynamic range of
HDR images. Security tools will then be applied to the resulting
LDR images and their effectiveness will be tested on the
reconstructed HDR images. We describe in more details three
specific examples of security tools: the first one addresses
integrity verification using a hash function to compute local
digital signatures, the second one consider s the use of encryption
for confidentiality, and the third one describes a scrambling
technique.
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l. INTRODUCTION

Thanks to recent advances in computer graphicsimnd
imaging has become a new generatio

vision, HDR
technology becoming a new standard representatiothe

field of digital photography. Advances in technigue
equipment acquisition and display, handsets wighpibwerful

increasing of processors in professional and corsuiavices,

as well as the continued efforts to get contentemaioto-

realistic with higher quality image and video; haattracted

attentions to HDR imaging.

Nowadays, several industrials offer cameras anglalis
capable of acquiring and rendering HDR images. Hane
the popularity and the public adoption of HDR imagee
hampered by the lack of file formats, compressiamdards
and security tools.

The problem of protection of visual privacy in dai
image and video data has attracted much interesy larhe
capacity of HDR imaging to capture fine detailcontrasting
environments, making dark and bright areas cless,ahstrong
implication on privacy. However, the scenarios sé w@are not
fully understood. Indeed, there is no mechanisrprofection
of privacy specific to HDR representation. Currgnthany
challenges are open for research related to thesion in
privacy for HDR images.

This paper is structured as follow. We first revithe
JPSEC standard in Section 2. We then talk aboug ton
mapping in Section 3, we discuss three specific eases
dealing with integrity verification, encryption arsdrambling
in Section 4. We finally draw some conclusions étt®n 5.

1. OVERVIEW

The protection of privacy is important in our cizdtion
and is also essential in several social functibtesvever, this
fundamental principle is rapidly eroding due to th&rusion
tolerated by some modern information technology.
particular, the protection of privacy is becomingcentral
issue in the transfer of images through open nétsvand
especially in video surveillance systems.

The digital images are distributed via the netwsokthey
can be easily copied and modified legally and/egdlly. In
this spirit, there has been a strong demand foe@urity
solution JPEG2000 images. To meet this demand,JBieG
M1][2] committee has created an extension of thEGE000
[3][4] encoder by integrating security tools suchiategrity
verification, encryption and scrambling. This exdiem is part
8 of standard JPEG2000 coder (JPEG2000 Part 8yrddet
by JPSEC. JPSEC [5][6] defines the framework, cptecand
methods for the safety of JPEG2000. It specifiespacific
syntax for the encoded data and provides protection
JPEG2000 bit stream. The syntax defines the sgasgitvices
associated with the image data, the tools requioedeach
service and how to apply its tools, and parts efithage data
to be protected.

The visual privacy protection problem in digitalage and
video data generated a lot of interest lately. ABER imaging
capability to capture fine details in contrastinyieonments,
making obvious dark and bright regions clearly hastrong
involvement on the familiarity. However, the poiit which
the HDR representation affects privacy if usedeadtof the
SDR (Standard Dynamic Range) is not yet clear. Elsag
scenarios are not fully understood. Indeed, therend
protection mechanism of the specific privacy HDR
representation. Therefore, there are many operieciyas of
the intrusion-related research in privacy for HDiRages.

In this paper, we propose to develop mechanisms to As part of this paper, we intend to develop mecdrasito

protect privacy, suitable for HDR images, to mirgmrisks to
the privacy and confidential information.
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protect privacy adapted to HDR images. These mestmsn
should essentially meet the expectations of consume
concerned about the respect of their privacy ahit®t


PC
Typewriter
Proceedings of Engineering & Technology (PET)

PC
Typewriter
pp. 841-845

PC
Typewriter
Copyright IPCO-2016

PC
Typewriter
ISSN: 2356-5608

User1
Typewritten Text
3rd International Conference on Automation, Control, Engineering and Computer Science (ACECS'16)

User1
Typewritten Text


Il1l.  METHODOLOGY

In this section, we propose a framew based on DCT
(Discrete Cosine Transform) to secli®R images offering
similar features as those in JPSEC [5][6].

For tone mapping (Fig. 1), weapply sub-bands
architectures [7] using a mulicale decompositic with Haar
pyramids splitting a signal s(xnto sul-bands which are
rectified, blurred, and summed to give an actiwitgp. A gair
map is derived from the activity map us parameters which
are to be specified. Each shbnd coefficient is then
multiplied by the gain at that point, and the muatl sub-
bands are podthtered and summed to reconstruct the re
image.

Discrete Cosine Transfol

Hash function SHA-1 applied to the DC
coefficientsgeneratin a 160 bits value

Encryption by thepublic key algorithm RSA tg
generate a digitadignatur

New hash valuesare compared with thos
decrypted. An attacis detected when the digitg
signature is missingr when a hash value is n

Fig. 1. Tone mapping
(a) HDR image, (b)L.DR image

Hereafter, we describe in more details three sjue
examples of security toolsntegrity verification, encryptic
and scrambling.

A. Integrity Verification

Integrity verification (Fig. 2)is used to guarantee t
truthfulness of the image data. We consider theeb#ct
verification in this use case. We present a teckmapplied ir
the transformndomain based on a hash function and di
signature. More specifically, the DCT coefficis are hashed
using SHA-1 [, generating a 160 bits hash value. The [
is then encrypted by a publkey encryption such as RS.9]
to generate a digital signature. Obviously, otresthfunction:
and encryption algorithms could be used as wellv Nesh
values are computed and compared with those dect)
When the digital signature is missing or when ahhadue is
not equal to the decrypted one, an attack is dade&nabling
to locate a potential attack, the integrity veafion is
performed for each macro-block.

Computing a single digital signature for the whisteage
allows for the verification of its integrity. Mufile digital
signatures can be computed in order to be ablelaatify
locations in the image data where the integrityiidolbt. For
instance, a digital signature could be generateccémh 8x¢
DCT block. However, this may result in a very larggmber
of digital signatures, and henceforth a large nundfexddec
bytes resulting in a nonegligible increase of the overall -
rate. A digital signature can be generated for eaeltrc-
block composed of several DCT blocks as a compr®

equal to the decrypteone

Fig. 2.Integrity verificatior

Fig. 3 shows an original image and a tampered ver:
Integrity verification is performed on marblocks composed
of 100 DCT blocks, corresponding to square shapgibns of
80x80 pixels. tlis possible to identify the attack in the up
left 160x80 pixels § comparing the hash values obtai
from the original and tampered ima.

(©

Fig. 3.Example of integrity verificatic
(a) original image, (bya@mpered imag, (c) digital signature verification



B. Encryption

For confidentiality, we now consider the use cade o

encryption (Fig. 4). The preferred approach is fmplyn
encryption in the transform-domain. More specifigal
encryption is applied on the quantized DCT coedfits.
Authorized users are able to decrypt and recowerotiginal
data. In our example, we consider AES [10] encoyptiThe
encryption can be applied on the whole image, tertively
on ROI (Region of Interest) by restricting the amtion to
selected DCT blocks.

Discrete Cosine Transform

Quantization of the DCT coefficients

AES encryption is applied on the who
image, or alternatively on ROI by restricti
the scambling to selected DCT blocks

Decryption with public key for authorized
users

Fig. 4. Encryption

Fig. 5 shows two examples where an entire image or
ROI is encrypted. The shape of the encrypted redon

restricted to match the 8x8 DCT blocks boundarigsg
signaled to the decoder.

) ) (b)

Fig. 5. Example of AES transform-domain encryption
(a) whole image encrypted, (b) region of interesirgpted

C. Scrambling

Image and video data is characterized by a verly big
rate and a low commercial value when compared herot
types of information such as banking data and dential
documents. Conventional encryption techniques lerdai
significant complexity increase and are therefove optimal
in this case.

While keeping complexity very low, scrambling (F&).is
an attractive alternative to protect image and widentent.
We consider a scrambling technique, in this use,caich
can be effectively applied on the quantized DCTffidents.
Authorized users perform unscrambling of the caoedfits
allowing for a fully reversible process for them.

Scrambling consists in pseudo-randomly invertirey ghgn
of quantized coefficients. The pseudo-random noise
introduced in this way guarantee confidentialitheTamount
of scrambling can be adjusted, by restricting it feaver
coefficients, and it can be applied on the wholeagsm or
alternatively on ROI, by restricting it to selecCD blocks.
The technique requires negligible computational jglexity
as it is merely flipping signs of selected coeéitis. The
shape of ROI is signaled to the decoder as in tbeiqus case.
Other extensions than flipping sign bits can besatered,
such as flipping of least significant, or most iigant bits of
the quantized coefficients.

Initialized by a seed value, PRNG (Pseudo Random
Number Generator) is used to drive the scrambliraress.
Multiple seeds can be used in order to improvestmirity of
the system, and they are encrypted using RSA toraoritate
the seed values to authorized users.

Discrete Cosine Transform

Quantization of the DCT coefficients

PRNG consisting of pseudo-randomly inverti
the sign of the DCT coefficients, is applied on
whole image, or alternatively on ROI

restricting the scambling to selected DCT blockK

Unscrambling with public key for authorized
users

Fig. 6. Scrambling



Fig. 7 shows an example when either the whole intaige

ROI is scrambled. The shape of the scrambled regon [y

restricted to match the 8x8 DCT blocks boundaries.

Fig. 7. Example of transform-domain scrambling
(a) whole image scrambled, (b) region of interesambled

Fig. 8 shows a reconstructed HDR image after ireveyae
mapping of the resulting LDR image.

-

Fig. 8. Inverse tone mapping
(a) resulting LDR image, (b) reconstructed HDR imag

IV. CONCLUSIONS
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In this paper, we introduced a hybrid system which

consists of security tools to provide services kimio those
provided by the standard JPSEC.

As illustrative use cases, we described in moraiildet

three specific examples of security tools: intggvitrification,
encryption andcrambling techniques.

Indeed, our system allows the use of different gciol
support of a number of security services.

As perspective, we propose to integrate the scliagbl

technique implemented in a video coding system tedato
HDR image sequences. Specifically, the scrambliracgss
will be directly applied to the DCT coefficients tef
qguantization and before entropy coding. At the deccside,
authorized users perform unscrambling (inversensiliag)
of the resulting coefficients of entropy decodijfferent
results will be presented in terms of subjective abjective
measure of the quality and scrambling force.
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